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The theses examine current challenges of digitalization in the public health system
related to cybersecurity and protection of medical data. The risks associated with digital
medical systems and artificial intelligence, as well as legal mechanisms for personal data
protection, are analyzed.
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The modern public health system is characterized by the active implementation of
digital technologies, including artificial intelligence, Big Data, telemedicine, cloud
services, and the Internet of Medical Things (IoMT) [1, p. 36; 2, p. 258]. Digitalization
contributes to the automation of medical processes, improvement of epidemiological
monitoring, and increased accessibility of healthcare services, particularly under the
conditions of the COVID-19 pandemic and martial law [2, p. 256; 3, p. 215].

In Ukraine, healthcare digitalization 1s being implemented through the
development of the national eHealth system, electronic prescriptions, medical
information systems, and telemedicine services [2, p. 258]. At the same time, the
expansion of digital infrastructure is accompanied by increasing cybersecurity risks,
since healthcare systems accumulate large volumes of confidential information,
including personal identifiers, clinical records, laboratory results, genetic, and financial
data [2, p. 259; 4, p. 64].

Medical information belongs to the category of highly sensitive data, and its
compromise may lead to discrimination, insurance fraud, blackmail, and violations of
patients’ rights [5, p. 42]. A particularly dangerous threat is the modification of clinical
information, which may result in diagnostic and treatment errors. In recent years,
additional risks have emerged due to the use of artificial intelligence technologies.
Among the most significant threats are deepfake technologies and Prompt Injection
attacks aimed at manipulating Al algorithms and obtaining unauthorized access to
confidential information through medical chatbots or digital assistants.

The scale of cybersecurity threats in healthcare is confirmed by several global
cyber incidents. One of the largest attacks targeted Change Healthcare in the United
States in 2024, affecting the data of more than 100 million individuals and temporarily
disrupting a significant part of the healthcare system [2, p. 262]. Significant
consequences were also caused by cyberattacks on the Ascension hospital network, the
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MediSecure data breach in Australia, and the WannaCry attack, which seriously
disrupted the operation of hospitals in the United Kingdom [6].

For Ukraine, cybersecurity of medical infrastructure has strategic importance
under conditions of war, as cyberattacks are increasingly combined with attacks on
critical infrastructure facilities [7, p. 497]. Disruptions of healthcare information systems
may result in delays in medical care, reputational losses, and threats to patients’ lives [7,
p. 496].

Legal regulation of medical data protection in Ukraine is based on the Law of
Ukraine «On Personal Data Protection», the Law of Ukraine «On Protection of
Information in Information and Communication Systems», and international legal
instruments [8; 9]. An important direction of legislative development is harmonization
with the requirements of the European Union General Data Protection Regulation
(GDPR), which establishes high standards for personal data processing and protection
[10].

Particular attention is currently paid to the regulation of artificial intelligence in
medicine. The European Union AI Act defines medical Al systems as high—risk
technologies and establishes mandatory requirements regarding algorithm transparency,
human oversight, and safety assessment [11]. International organizations also emphasize
the implementation of the principles of «Security by Design» and «Privacy by Design»,
according to which cybersecurity mechanisms should be integrated into digital systems
from the earliest stages of development.

Therefore, digitalization of public health creates significant opportunities for
improving healthcare accessibility and efficiency; however, it is simultaneously
associated with substantial cybersecurity risks. Ensuring cyber resilience of healthcare
infrastructure, improving legal regulation, and increasing digital literacy among
healthcare professionals are essential conditions for the safe development of digital
medicine.
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